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Aptem Kpyrnos
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BBeneHue
B Zero-knowledge Proof



/ero-knowledge proofs

» [loKka3aTe/IbCTBO C HY/1€BbIM pa3rnalleHnem - NPOTOKOA, KOTOPbIN:
* NO3BONAET AOKA3aTb, UHTO AOKa3biBaemMoe yTBepKageHmne sepHo,
* 1 [loKa3bIBaloOLLMA 3HAET 3TO A0KA3aTe/IbCTBO,

* B TO ¥€ Bpems He NpeaocTaBnaa HUKakon HbopmaumMm 0 camom
/l0Ka3aTe/IbCTBe AaHHOro YTBEPXKAeHUA

e Zero-knowledge proofs — BepoATHOCTHbIE AOKa3aTeNbCTBa



.-
(B)iﬁes Zero-knowledge proofs

- Lero-knowledge proofs:

- KpuntorpadomieCckoe AOKA3ATEALCTBO HEKOTOPOrO
YTBEPXAEHUSA, BE3 PACKPLITUI AONOAHUTEABHOM

MHCpOPMALLMM
Q Q
- B NPOTOKOAE Y4QACTBYIOT ABE CTOPOHDI: @ - - @
AOKQ3bIBAKOLLMM (prover) 1 nposepsoLLmi (verifier),
OHWM AOTOBAPMBAIOTCSA O NPOBEPKE HEKOTOPOIO e
yTBEPXAEHUA (sTafement) PROOFS AND SECRET DATA

- prover NpeAOCTABASET HEKOTOPbLIE AQHHbIE + Proof,
AOKQ3bIBAKOLLIMM HTO AAS DTUX AQHHbBIX YTBEPXAEHME:!
true

- verifier: nposepseT proof 1 ybexaaeTtcs, 4To prover
ero He OOMAaHYA



Mix

Bytes Lero-knowledge proofs - CBOMCTBG

()

- BCTpPETUTE B AKKDOOM ONMCAHMM ZK-NPOTOKOAQ

1) Completness. Aaga AtoOoro npasamoro statement
Prover MOXeT NPeAOCTABUTL KOPPEKTHOE

AOCKQ3ATEALCTBO

2) Soundness. Prover He MOXET NPEeAOCTABMTb
KOPPEKTHOE AOKA3ATEALCTBO AAS AOXKHOTrO statement.

3) Zero Knowledge. B npouecce aokasareAabctsa Verifier
HE MOXET MOAYYMUTb HUKAKOM AOMNOAHUTEABHOM
MHJoOPMALMK, KPOME MCTUHHOCTKM statement.
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F)iﬁes Zero-knowledge - interactive proofs (I1ZK)

- Interactive: 1pebyioT HECKOABKO UTEPALMM MEXAY
prover u verifier

- prover OTNPABASET verifier HEKoTopoe coobLLeHme:
commitment

- verifier OTBE4AEeT CAY4QMHOM OUTOBOM CTPOKOM:
challenge

- prover BO3BPALLAET COODLLIEHWE Z, BbIMMCAEHME
KOTOPOro CBA3aHO C commitment, CEKPETHbIM
witness 1 challenge




hiies Lero-knowledge - non-interactive proofs (NIZK)

()

- Non-Interactive:
- BTOPOM Luar 3ameHseTtca Ha Fiat-Shamir heuristic:

- prover CaOmM reHepupyeT CAY4aMHOE YUCAO, U HO
OCHOBE HEro 1 APYrMx NAPAMETPOB CO3AQET
challenge (NPOCTO XeLmpyeT NAPAMETPLI)

-  HE HOAO AEAQTb OOMEH AQHHbIMMK C verifier-om A0
NPEAOCTABAEHMS proof-a

- NIZK - eAMHCTBEHHbIM PABOYMIM BAOPUAHT AAS OAOKYEMHOB



Your function
Public input

Private input

Public output

Here is X and Z, I know of an Y

such that F(X, Y) = Z




[Toaxoapl K co3aaHuto Zero-knowledge-
CUCTEM B AELLEHTPANIN3OBAHHbIX CETAX

* SNARKSs

* STARKS

* Bulletproofs

e Custom solutions (Aztec)

* Ho ecTb 1 apyrmne noaxoabl©



[lopMmeHeHnA N NepcneKkTmMBb



[Tomepbl NyBANYHBIX CETEN

e Ethereum DeFi
e Zcash

* Monero

* Coda

* Beam

* GRIN



Range (Age) proof example

F(X,Y) = Z

Here is X and Z, I know of an Y

such that F(X, Y) = Z

Your function
Public input
Private input

Public output

(check 18+)
(id)
(your age)

(Confirmation 18+)

id Haa0 reHepuTb TakK, YTobbl HObiNa
BO3MOXHOCTb C MOMOLLbIO HEKOTOPOW

bYHKUMM onpenenatb No id HyXKHoe

[l0Ka3aTe/IbCTBO - B J@aHHOM Cay4ae
range proof.




Mix
(B)ytes Lero-knowledge - nprmepsl

- Membership/Non-Membership Proofs

AOKQ3ATEALCTBO HOXOXAEHMA B CMMCKE
- paboTa C NPOM3BOAbHBIMK PEECTRAMM B ZK-NAPAAUTME - MEYTA DE30MNACHUKOB
- HE PACKPLIBAETCH HM MAEHTUCDULMPYEMBIM, HU COAEPRXMMOE pPeEECTPA

- Oa3mpyetca Ha Merkle trees u zk proof-ax, AOKQ3bIBAOLLMX KOPPEKTHOCTL Merkle
proofs

- MNPUMEPDLI?
- Lero-knowledge TMBAA: npoeepka membership B CNMCKe MMEIOLLLIMX NPpAaBA

- Lero-knowledge TMBAA: npoeepka non-membership B CNMCKE AMLLIEHHBIX
npas :)

- BOOOLLE OTAMYHO MOAXOAMT AAR PA3HOMO POAQ 3AMNPETOS ;)



Membership proofs

* Merkle tree
* Cryptographic accumulators



Mix

Bytes Lero-knowledge - npmmepesl

()

- MaeHTMdomkauma n UMdppOoBbLIE MpaBa

- NPO KOAbLLEBLIE NMOANMMCHU(AAT PA3HOOBPC3MS)

- AQHOHWMMHQS, OTBEPraemas NOANUCH B “KOAbLLE

- YKTO TO M3 CNMCKA NOAMMUCAA
coobLleHme”

- NPUMEPDLI?

- nybamdHad rpynnosad threshold noanuce,
HANPUMEPR, AAF NMAAAMATUBHBIX MAM
CyAeOHbIX peLLeHmi

- COKpbITME AEUCTBUM AAT OOPLOLI C
NOBEAEHYECKMM QHOAM3OM CYAEWN,

TPEMAEPOB, BRAYEM
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Mix
(B)ytes Lero-knowledge - npmmepsl

- AOKQ3QTEALCTBO KOPPEKTHOCTU NOBEAEHMA B MPOTOKOAE

- OTAMMHbBIM MPUMEP - OT Matter-os, MOpCKoM OOM B CMAPT-
KOHTpakTax Ha SNARK-ax

- cywecTtsyeT zk-proof KOppEeKTHOCTH UIPOBOTO MOAS

- UrPOK NYBAUKYET 3aLLMAPPOBAHHOE COCTOAHME MOASA +
zk-proof

- Proof AOKA3bIBAET, HTO UIPOK BbIMOAHMA KOPPEKTHbIM state
transition M3 OAHOTO COCTOAHMA MOAS B APYroe

- CMAPT-KOHTPAKT NpoBepaeT proof u domkcumpyet
COCTOSHME UITPOBOTO MOAS

- BMECTO MOPCKOro 6oa MoxeT ObITb NO CyTH AKODAs onepaLms

- KOTOPYKO MOXHO 3aTOAKATbL B SNARK

== L B = R .

i ..
e

AB BT A EX 3N
mu L
|

S HHHR




Verify transactions & update balances
Merkle root
Merkle trees, signed TX's

New merkle root
{new vaults, new state}

State: A State: C

Proof: Proof: Proof:
0ld A 0ld B 0ld C

root: root : root:
New root: B New root: C New root: D




[TomeyTaem?



T‘}-"MGHH bl€ BbIMMCAEHMNA

NEUMMEPLIZ
- B TEOPMM DTO PYHAQMEHT AAR BCEMMPHOTO

CYNnepKOMMbIOTEPO - block-producer, oamH 6A0K, 10 TbiC TPAH3AKUMK, 10

TbiC MPOBEPOK MOANMMUCEM 3AMEHAIOTCA HQ OAMH proof
- OTAJEM HEAOBEPEHHOMY KOMILIOTEPY 3AAQHME

3{]LIJHCprBOHHbIE‘ BXOAHbIE AQHHbIE - m{]p-reduce HQ KAQCTEPE M3 HEAOBEPEHHbIX

_ KOMMbIOTEPOB
- OH CHYMTQAET PE3YALTAT, MOArOTABAMBAS succInct

zk-proof 1 3aWmndopPOBAHHBIM PE3YABTAT MCMOAb3YS
homomorphic computations

HEUPOCETL C ZK-HEMPOHAMM U CBA3IMM, KOTOPAS PADOTAET U
oby4aeTcs, HO €€ KOHOUIYPALMIO HEAL3S MPOYUTATH

NyOAUYHBIM ONAQYMBAEMBIV CepPBMC Al MPOLLECCHMHIA PEHTTEHOBCKMX
CHMMKOB B€E3 PACKPbLITUI CAMMX CHUMKOB



Secure
Payments

Mixers

Privacy

Settlement layer
for DEXes

Prevent front-running
attack

Private
smart contracts

New opportunities for DeFi




Sharding

Layer two scaling

Compression

Gas golfing

ZKP

Sumproofs

Signature
Aggregation

Accumulators

Merkle trees VecCom
State channels

Rollback

Slashing

Watchtowers




[Toa Kanotom zkSNARK



zk-SNARK

e Zero-Knowledge Succinct Non-Interactive Argument of Knowledge

 OaHO 13 Hanbonee N3y4yeHHbIX N PeasIn30BaHHbIX CEMENCTB
npoTtoKonos ZKP



OnpeaeneHmne zkSNARK

Generator (C circuit, A Is ©2):
(pk, vk) = G(A, O)

Prover (x pub inp, w sec inp):
T = P(pk, x, w)

Verifier;

Vivk, x, ) == (3 ws.t. Clx,w))

function C(x, w) |

return ( shaiZ36(w) == x };

- CbULLIKA B YHMBEPCOABHOCTU

- B TEOpUM AODAd NPOrpamma MOXET ObITb 30BEPHYTA B
ApUCOMETUHECKIMI Circuit



trusted setup

* NpoLeaypbl reHepaLumn A0BEePEHHbIX MapaMeTPOB CUCTEMDI,

* Nocne eé 3aBepLUeHnA NPOBEPUTb 3T NPaBUIa HE NpPeaCcTaBAAeTCS
BO3MOXHbIM. Bbl MOXXeTe NoBepUTb B KOPPEKTHOCTb FreHepaLmu, Ho,
€C/11 Bbl B HEW HE y4aCcTBOBA/IU, CTOMPOLEHTHbIX FAPaHTUN Y BaC HET.



B ubuntu@ip-172-3
ubuntu@ip-172-3
un release bin compute
ompiling libc w0.2.40
ompiling nodrop v0.1.12
omplling futures v0.1.21
mpiling bytecorder wvl.2
rossbeam v, 3.

g bit-vec wi.4.4

SR I R ]

J

]

g constant time eq v0.1.3

g ﬂ:::yv—r_v'.dfT

g rand v0.4.2

g num cpus v1.8.0

Compiling blakeZ-rfc w0.2.18

Compiling futures-cpupool wvD.1.8

Compiling pairing w0.14.2

Compiling bellman w0.1.0

Compiling phase2 v0.2.2

Compiling sapling-mpc v0.2.0 (file:///home/ubuntu/test2/sapling-mpc)
Finished release [optimized] target(s) in 16.52s
Running “target/release/compute

Your contribution has been written to *./new_params’

The contribution vou made 1s bound to the following hash:
2lecc29%6 058cc017 a9b9blb0 55040810
efSasebl 7a2109%3c cBefféle eescc20f
25264637 5d6%sec3 9f53%c31 2a345795

22c91d12 af445eald belaf52d 2e4F9500

obuntufip-172-31-8-131:~/test2/sapling-mpc$

* 3a Bunkokc (Za Wilcox), 6pat CEO Zcash 3yko Bunkokca (Zooko
Wilcox), yHUUYTOXaeT KOMNbIOTEP, KOTOPbIN MCNO1b30BAJICA AA

reHepaumu napameTpoB a/ifoPUTMa



* Bce npoxoanno Ha 6opTy
BO34yLIHOro cyaHa Ha sbicoTe 3000

¢dyTOB B HEDE, rae-1o mexxay
wratamm NnnmHomnc n BUCKOHCUH.

* Toybka lenrepa, noacoeamMHeHHaa K
4YMC/IOBOMY reHepaTopy,
KOHBEPTUPOBaAa PAaANOAKTUBHbIE
MMMYAbCbl OT rpadpuTa U3 Agpa
YepHobbinbckon A3C B undpbl.



Ona ntobom NP-nonHoM 3a4a4m cyLecTByeT A0Ka3aTe/IbCTBO C
HY/1eBbIM pa3rnalleHunem.

Ecnn npm 3Tom Mcnonb3oBaTb 0AHOCTOPOHHUE GYHKLUMM, TO MOXKHO
CO34aTb KOPPEKTHbIE KpunTorpadunyeckme npoToKobl.

B TEOpUMU AIODAS OYHKUMA, BO3BpALLLatoLLas true/false moxeT ObiTb
“30BEpPHYTA"” B CUCTEMY ZK Proof-oB

- B PEAABHOCTM COYHKLLMM OFPAHMYEHDI (MHAYE MOAYHQIOTCA OFPOMHbIE
proving key u veritying key)



How zk-SNARKSs are constructed in Zcash

* Computation WS‘
* - Arithmetic Circuit - e
\ x |2
apudmeTmnsauma W e
4. \

* > R1CS (Rank 1 Constraint System) — - N g
dopmmnpoBaHMe orpaHUYeHnit Ana XY o+
NPOBEPKU KOPPEKTHOCTH SN N

* > QAP (Quadratic Arithmetic WlW W,
Program) — ynakoBKa B e41HbIN [ \ 2
baHAan C, C, Cs

* - zk-SNARK



[OoMOMOpPPHOE CKPbITUE

cC E(:I:) yucna X — 310 (hyHEUWA, YAOBNETBOPAKLWIEN CcneyLWWM CEOUCTBaM:

e [InA GONLIWKWHCTBA X, NPW M3BECTHOM 3HauyeHun (1) HaxomaeHune X ABNAeTCA TPYAHOA 3afaden.

¢ PasannyHble 3HAYEHWA aprymeHTOoB NPUBOOAT K pa3HeIM 3HadyeHnAM pyHKEUUK. [1o3TOMY, eCcnu T 75 Yy, TO

E(z) # E(y)

e ECnu KOMy-TO M3BECTHO E(;I::] W E(y) TO OH MOXET reHepupoBaTte [ C oT apudmMmeTHYecknx onepauumn
AnA x U y. Hanpumep, oH MoxeT Bbluncnate E(x + y), svaa E(x) v E(y).



[omoMoOppHOE CKpbITHe (Mpumep)

Anuca xo4yeT gokasaTte boby, yTo 3HaeT Yyucna x, y TakMe, yTo T + Y = 7 (KoHeuHo, 3To He 0cob0 MHTEpEecHO,
3HATL TAKME X W ¥, HO 3TO XOpOLUWKA NpuMep OANA 0DbLACHEHWUA KOHUENLWK).

1. Anuca otnpasnset E(z) v E(y) Boby.
2. bob BelYMCNAET E(:I: + y} M3 3TUX 3Ha4YeHWid (OH MOXeT 2To caenartk, T.K. FE asnaetca IC).

3. bo6 TaKke suluncnaet F(7) n Teneps nposepser, apnaetca nu E(x + y) = E(7). On npunumaer

[0Ka3aTenbCTBO ANUCEl TONLKO B CNy4dae BbiNONHEHWA paBeHCTBA.

[MoCKONbKY pasHble 3HayeHua aprymeHdToR F coOTBETCTBYIOT pasHbiM CKPLITUAM (3HavyeHua dyHkummn F.
Npum. nepeBoayuka), bob neRCcTBUTENLHO NPUHUMAET J0OKA3aTENLCTBO TOMNLKDO B TOM cny4yae, ecnu Anuca
oTnNpaBuna CKpLITUA ANA T, Y, Takue uto T -+ y = 7. C gpyroi cTopoHsl, bob He nonyuaeT 3HaueHuA T, v,
TaK Kak y Hero AocTyn TONbKO K UX CKPLITUAM.



[omomopdHOe WnppoBaHme

* Dopma WKnPpoBaHMA, NO3BOAAIOLLAA NPOU3BOAUTL ONpeaenéHHble
MaTemaTUyecKue AencTBua ¢ 3aiMdpoBaHHbIM TEKCTOM U NOAYYaTb
3aWMbPOBAHHbIN Pe3y/bTaT, KOTOPbIA COOTBETCTBYET Pe3ynbTaTy
onepaumnii, BbIMONHEHHbIX C OTKPbITbIM TEKCTOM.

[Tpumep:

* OAMH YEeNOBEK MOKET CZIOKUTb ABa 3alMPPOBAHHbIX YMCNA, HE 3HAA
paclwnPpoBaHHbIX YNCEN, @ 3aTEM APYrON YESIOBEK MOMKET
pacwmnPpoBaTb 3aIMPPOBAHHYIO CYMMY — MOJIYYUTb
pacwWnPpPoOBaHHYIO CYMMY, HE MMeA pacllNPPOBaHHbIX YNCEN



[TomumeHeHue B Zcash



/cash: Trusted setup (2 times)

* Sprout (oct 2016, 6 principals)

e Sapling
e Part 1. Powers of Tau (87 participants )
* Part 2. Sapling MPC (90+ participants from anyone)

* Multi-Party Computation (MPC)

Each participant separately generates one shard of the public key, which
requires them to temporarily use a corresponding private key shard. They all
combine their public key shards to generate the final public parameters, and
then each deletes their private key shard.




Pasmepbl KNtoven Zcash

* sapling-output.params 3 509 Kb
 sapling-spend.params 46 Mb

e sprout-grothl6.params 708 MB (cogep*ut proving key and verifying
key)

* sprout-proving.key 888 Mb
* sprout-verifying.key 2 Kb

* Pasamep proving key HenocpeacTBEHHO 3aBUCUT OT KO/IMYECTBA
ypaBHeHUN B cucteme R1CS



Buabl ytBepaeHunn B zZkSNARK Zcash (4.15)

* 4.15.1 JoinSplit Statement (Sprout)
* 4,.15.2 Spend Statement (Sapling)
* 4,15.3 Output Statement (Sapling)



How zk-SNARKSs are applied to create a
shielded transaction

The sender of a shielded transaction constructs a proof to show that,
with high probability:
* the input values sum to the output values for each shielded transfer.

* the sender proves that they have the private spending keys of the
input notes, giving them the authority to spend.

* The private spending keys of the input notes are cryptographically
linked to a signature over the whole transaction, in such a way that

the transaction cannot be modified by a party who did not know
these private keys.



How zk-SNARKSs are applied to create a
shielded transaction

In Zcash, the shielded equivalent of a UTXO is called a “commitment?,
and spending a commitment involves revealing a “nullifier”

For each new note created by a shielded payment, a commitment is
« Commitment = HASH(recipient address, amount, rho, r)

When a shielded transaction is spent, the sender uses their spending
key to publish a nullifier

* Nullifier = HASH(spending key, rho)

This hash must not already be in the set of nullifiers tracking spent
transactions kept by every node in the blockchain.



The zero-knowledge proof for a shielded transaction verifies that, in

addition to the conditions listed above, the following assertions are
also true:

* For each input note, a revealed commitment exists.
* The nullifiers and note commitments are computed correctly.

* It is infeasible for the nullifier of an output note to collide with the
nullifier of any other note.



CemenctBa cuctem
10K3a3aTeNnbCTB C HY/IEBbIM
pa3rnaweHnem



zkS!'ARKs

zkS T ARKs
Bulletproofs

Based on range proof &
pedersen commitments

(Monero) AZtec

Custom privacy protocol
With custom elliptic curve

Legend

ZKP = Zero-Knowledge Proof

ZkSNARK = ZK Succinct Non-Interactive ARgument of Knowledge
zkSTARK = ZK Scalable Transparent ARgument of Knowledge

AZTEC = Anonymous Z(K) Transactions with Efficient Communication




SI'ARKs S'ARKs

Required trusted setup: Groth16 SONIC Based on hashes in merkle trees

Based on elliptic curves: BN256 for Not proven by time

Ethereum, bls12-381 for Zcash Post quantum resistant



ARKs vs S ARKs

Algorithmic complexity:

power O(N * log(N)) O(N * poly-log(N))

Algorithmic complexity:

verifier ~ 0(1)&= O(poly-log(N) )&=

Communication complexity

(proof size) ~ 0(1)== O(poly-log(N) )=

Tx: 200 bytes,
Key: 58 MB =

Tx: 280 bytes,
Key: 568 MB =

Ethereum/EVM verification ~ 600k (Groth16)@& , ~ 2.5M.
gas cost (estimate, no impl. )=

Size estimate for 1 TX 45 kb=

Size estimate for 10.6888 TX 135 kbi=-

Trusted setup required? YES @ NO ==

Post-quantum secure NO = YES =

Collision resistant

Crypto assumptions Strong == hashes &

Time to generate a proof

https://github.com/matter-labs/awesome-zero-knowls f

el




SONIC is a proof system, that:

Universal

Updatable

What are
SONICs?




Bulletproofs

Bulletproofs [BBB*18] is a recent technique for verifiable computation that is particularly
efficient for range proofs (they take only 600 bytes). Bulletproofs has been recently implemented
for a few privacy-oriented cryptocurrencies, including Monero [monl§], to reduce the range proof
sizes.

Bulletproofs has the following features:

e It docs not require a trusted setup as compared to ZK-SNARKs [BCG*13];

e [t does not use pairings and works with any elliptic curve with a reasonably large subgroup
size; the fastest elliptic curves such as Ristretto [ris18] are supported.

e It uses its own format for computation, which is easily convertible to R1CS [PHGR13]
and back using linear algebra.

e The verifier cost scales linearly with the computation size.




needed trusted set up? needed trusted set up? needed trusted set up?
No Yes No
faster than faster than
> >
zk-STARKs zk-SNARKs Bulletproofs
I shorter than (in size) J

shorter than (in size)




Aztec Protocol

/K pnaer:
* enable private transactions on the public chain Ethereum.

* This reduces the gas costs of AZTEC transactions on the Ethereum
network.

BHYyTPMU:
* range proof ana 3awmtbl ot double spending,

* Homomorphic encryption (allows arithmetic checks on encrypted
numbers as if they weren’t encrypted)

* trusted setup



/KP — 310 BCerga xopowo?



CCbINTKU

* https://github.com/matter-labs/awesome-zero-knowledge-proofs

* https://en.wikipedia.org/wiki/Non-interactive zero-knowledge proof

* https://z.cash/technology/zksnarks/

* https://habr.com/ru/users/agentrx/posts/

* Cryptographic accumulators
https://medium.com/@aurelcode/cryptographic-accumulators-
da3aad561d77



https://github.com/matter-labs/awesome-zero-knowledge-proofs
https://en.wikipedia.org/wiki/Non-interactive_zero-knowledge_proof
https://habr.com/ru/users/agentrx/posts/
https://habr.com/ru/users/agentrx/posts/
https://medium.com/@aurelcode/cryptographic-accumulators-da3aa4561d77

Cnacmbo



cTtopma n cnoxXHoctu NIZKP



* Teopema, rnacauwasn, Yto ana nobot NP-nonHon 3aaaum cywecTsyeT
[ O0Ka3aTe/IbCTBO C HY/1E€BbIM pa3r/alleHUem, Npm 3Tom, ecnm
MCNO1b30BaTb OAHOCTOPOHHME PYHKLMU, MOKHO CO34aTb

KOPPEKTHbIE KpunTorpapuyeckme npoToKkosbl, Oblna AOKa3aHa
Oanepnom longpenxom, CunbBrno Munkanm n Asm BuraepcoHom



Blum, Feldman, and Micali Xl showed that a common reference string shared
between the prover and the verifier is enough to achieve computational zero-
knowledge without requiring interaction.

Goldreich and Oren!Zl gave impossibility results for one shot zero-knowledge
protocols in the standard model.

In 2003, Shafi Goldwasser and Yael Tauman Kalai published an instance of an
identification scheme for which any hash function will yield an insecure digital
sighature scheme.2l These results are not contradictory, as the impossibility
result of Goldreich and Oren does not hold in the common reference string model
or the random oracle model.

Non-interactive zero-knowledge proofs however show a separation between the
cryptographic tasks that can be achieved in the standard model and those that
can be achieved in 'more powerful' extended models.



https://en.wikipedia.org/wiki/Manuel_Blum
https://en.wikipedia.org/wiki/Silvio_Micali
https://en.wikipedia.org/wiki/Non-interactive_zero-knowledge_proof#cite_note-bfm-1
https://en.wikipedia.org/wiki/Oded_Goldreich
https://en.wikipedia.org/wiki/Non-interactive_zero-knowledge_proof#cite_note-2
https://en.wikipedia.org/wiki/Standard_model_(cryptography)
https://en.wikipedia.org/wiki/Shafi_Goldwasser
https://en.wikipedia.org/wiki/Yael_Tauman_Kalai
https://en.wikipedia.org/wiki/Non-interactive_zero-knowledge_proof#cite_note-3
https://en.wikipedia.org/wiki/Common_reference_string_model
https://en.wikipedia.org/wiki/Random_oracle_model

