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Diffie–Hellman Protocol
- Interactive                                          (can we construct non-interactive?)

- Symmetric encryption                     (can we construct asymmetric?)
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RSA Protocol (Rivest, Shamir, Adelman, 1977)
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DSA Protocol

Encrypted messaging Digital signature

Encrypt   𝑐𝑖𝑝ℎ𝑒𝑟𝑡𝑒𝑥𝑡 = 𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝒆 𝑚𝑜𝑑 𝑛

Decrypt   𝑚𝑒𝑠𝑠𝑎𝑔𝑒 = 𝑐𝑖𝑝ℎ𝑒𝑟𝑡𝑒𝑥𝑡𝒅 𝑚𝑜𝑑 𝑛

Sing   𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒 = 𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝒅 𝑚𝑜𝑑 𝑛

Verify   𝑚𝑒𝑠𝑠𝑎𝑔𝑒 = 𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒𝒆 𝑚𝑜𝑑 𝑛
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Elliptic curve equation

𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏 𝒎𝒐𝒅 𝒑

Point addition operation

𝑃 + 𝑅 = 𝑄 𝑄 − 𝑅 = 𝑃

𝐴 + 𝐵 + 𝐶 = 𝐴 + 𝐵 + 𝐶

𝑃 + 𝑂 = 𝑂 + 𝑃 = 𝑃

𝑃 + 𝑃 = 2𝑃
𝑃 + 𝑃 + 𝑃 = 3𝑃
𝑃 + 𝑃 + 𝑃 + 𝑃 = 4𝑃
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discrete logarithm problem
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Elliptic curves cryptography basics

Symmetric Key Size
(bits) 

RSA and Diffie-Hellman
Key Size (bits) 

Elliptic Curve Key Size
(bits) 

80 1024 160

112 2048 224

128 3072 256

192 7680 384

256 15360 521
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Schnorr signature algorithm (1989)

Elliptic curve: 𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏 𝑚𝑜𝑑 𝑝

Public parameters:       𝑎, 𝑏, 𝑝, 𝐺
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Elliptic curve: 𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏 𝑚𝑜𝑑 𝑝

Public parameters:       𝑎, 𝑏, 𝑝, 𝐺
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Verify:                            𝑠 ∗ 𝐺 = 𝑘 ∗ 𝐺 + α ∗ ℎ𝑎𝑠ℎ 𝑚, 𝑅 ∗ 𝐺
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ECDSA protocol (1999 ANSI, 2000 IEEE and NIST)
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Elliptic curve 1: 𝑦2 = 𝑥3 + 𝑎1𝑥 + 𝑏1 𝑚𝑜𝑑 𝑝1, 𝐺1 (for public and private keys)

Elliptic curve 2:                 𝑦2 = 𝑥3 + 𝑎2𝑥 + 𝑏2 𝑚𝑜𝑑 𝑝2, 𝐺2 (for hasing and signatures)

Pairing function:               𝑒 α ∗ 𝑃, 𝑄 = 𝑒(𝑃, 𝑄)α = 𝑒 𝑃, α ∗ 𝑄

𝑒 α ∗ 𝑃, β ∗ 𝑄 = 𝑒(𝑃, 𝑄)αβ = 𝑒 β ∗ 𝑃, α ∗ 𝑄

Alice:                               secret key  α → public key A = α ∗ 𝐺1

Signing:                          𝑆 = α ∗ 𝐻 𝑚 (no random points!)

Signature:                      𝑆

Verify:                             𝑒 𝐴, 𝐻(𝑚) = 𝑒 𝐺1, 𝑆

BLS protocol (Boneh–Lynn–Shacham, 2004)
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Elliptic curve 1: 𝑦2 = 𝑥3 + 𝑎1𝑥 + 𝑏1 𝑚𝑜𝑑 𝑝1, 𝐺1 (for public and private keys)

Elliptic curve 2:                 𝑦2 = 𝑥3 + 𝑎2𝑥 + 𝑏2 𝑚𝑜𝑑 𝑝2, 𝐺2 (for hasing and signatures)

Pairing function:               𝑒 α ∗ 𝑃, 𝑄 = 𝑒(𝑃, 𝑄)α = 𝑒 𝑃, α ∗ 𝑄

𝑒 α ∗ 𝑃, β ∗ 𝑄 = 𝑒(𝑃, 𝑄)αβ = 𝑒 β ∗ 𝑃, α ∗ 𝑄

Alice:                               secret key  α → public key A = α ∗ 𝐺1

Signing:                          𝑆 = α ∗ 𝐻 𝑚 (no random points!)

Signature:                      𝑆

Verify:                             𝑒 𝐴, 𝐻(𝑚) = 𝑒 𝐺1, 𝑆

BLS protocol (Boneh–Lynn–Shacham, 2004) 

𝒆 𝑮𝟏, 𝑯(𝒎) α
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NODR crypto-protocol (BLS-based)
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Questions 


